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Account Administration 

Section 1: MI School Data Secure Account Creation Process for K-12 

Users 

Background of Account Creation 

In preparation for the October 2020 launch of the redesigned MI School Data, secure MI School Data users were 
asked to create an account using the State of Michigan’s Single Sign-On, MILogin for Third Party system.  

Note: MILogin for Third Party is not the same as MILogin for Citizens. These are separate and unique user account 
systems. 

Anyone not currently in the system will need to complete the process as a New User. 

PART 1 – MILogin for Third Party Account Creation Steps: 

New users must create a MILogin for Third Party account, follow directions in an email verification to activate the 
account, then log in to MILogin for Third Party to “Request Access” to MI School Data. 

1. Create a MILogin for Third Party account. 
2. Check that you have used your school email address and follow directions to activate the MILogin for Third 

Party account. The email address connected to your MILogin for Third Party account can be confirmed by 
updating your profile. 

3. Login to MILogin for Third Party and “Request Access” to the MI School Data application. 

PART 2 – MI School Data Activation with ISD Technical Contact Steps: 

Once a user has created a MILogin for Third Party account, contact the ISD Technical Contact, who will verify Family 
Educational Rights and Privacy Act compliance, assign user roles and access privileges, and activate the account. 

1. Identify and contact the MI School Data ISD Technical Contact.  
2. Complete the ISD’s FERPA/HIPAA compliance process and indicate roles and permissions. 

https://milogintp.michigan.gov/eai/tplogin/authenticate?URL=/
https://www.mischooldata.org/professional-development-toolkit#contacts
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3. If Accountability access is needed, complete the MI School Data Accountability Permissions form (required by 
MDE). 

4. The ISD Technical Contact will activate the user in the system. 

Section 2: Overview 

Portions of MI School Data are restricted. Individuals must request access from a designated MI School Data 
administrator responsible for completing and maintaining user accounts to have that restricted access. The system 
provides different user roles to help limit the amount of information users may view in accordance with the FERPA. 
This document is meant for individuals at the ISD, District, School, and postsecondary institution levels who are 

responsible for completing and maintaining user accounts. 

Note: Please refer to the Permissions List and Descriptions table in Section 3 for detailed descriptions of the 
different user permissions. 

Section 3: Permissions List and Descriptions 

Below is a list of available permissions in MI School Data, along with a description detailing what access each one 
provides. When a permission is assigned to a user’s account, it grants access to the location(s) assigned to their 
user role, not all locations. 

Glossary: 

• IHE: Institution of Higher Education, which includes colleges and universities. 
• ISD: Intermediate School District. Also includes Education Service Agency and Education Service District. 

• ONSR: Other Non-School Recipient, which includes childcare centers, community service centers and 
community action agencies. 

• PII: Personally Identifiable Information such as name, UIC number, date of birth, subgroup identifications, 
performance and proficiency ratings, and high school graduation status. 

Permission Description 

Administer Users Add, edit or remove user roles and permissions at whichever 
level of access has been granted to the user (ISD, district, 
school, IHE or ONSR). 

https://docs.google.com/document/d/1Mk5vmhqihbh-cZriMe87LtHHYpThuZjQxvN9wDBe2F4/edit?usp=sharing
https://www.mischooldata.org/professional-development-toolkit#contacts
https://www.mischooldata.org/professional-development-toolkit#contacts
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Permission Description 

Create Accountability Issues Create accountability issues regarding accuracy concerns with 
the School Index Accountability Report for the location(s) to 
which the user has access. Accountability issues are submitted 
to the MDE Office of Educational Assessment and Accountability 
for review. 

Create District Accountability User Add a District Accountability User role to another user’s account 
within their location hierarchy. 

Create ISD Accountability Administrator Add an ISD Accountability Administrator role to another user’s 
account within their location hierarchy. 

Create ISD Accountability User Add an ISD Accountability User role to another user’s account 
within their location hierarchy. 

Create School Accountability User Add a School Accountability User role to another user's account 
within their location hierarchy. 

Download Accountability Student Data Reports 

 

*PII includes student name, DOB, UIC number, 
subgroup identifications, and performance level 
ratings in ELA, Math, Science, Social Studies 

and English Learner Assessments. 

Download the student-level Summative Accountability and 
English Learner Accountability data files for the location(s) to 
which the user has access. 

Edit Accountability Issues Edit accountability issues regarding accuracy concerns with the 
School Index Accountability Report for the location(s) to which 

the user has access. Accountability issues are submitted to the 
MDE Office of Educational Assessment and Accountability for 
review. 

Edit District Accountability Issues Edit the list of available permissions of the District 
Accountability User role for another user’s account within their 
location hierarchy. 

Edit ISD Accountability Administrator Edit the list of available permissions of the ISD Accountability 
Administrator role for another user’s account within their 

location hierarchy. 
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Permission Description 

Edit ISD Accountability User Edit the list of available permissions of the ISD Accountability 
User role for another user’s account within their location 
hierarchy. 

Edit School Accountability User Edit the list of available permissions of the School Accountability 
User role for another user’s account within their location 
hierarchy. 

Include Student Pathways with Sensitive 
Information 

 

*PII includes student name, DOB, UIC number, 
local student number, subgroup identifications, 
proficiency ratings in Reading, Writing, ELA, 
Science, Math, and Social Studies on the ACT or 
MME, and high school graduation status. 

View student-level data in the Postsecondary Student Data by 
High School or by Michigan College/University reports. This 
permission must be checked for the reports to be visible in the 
navigation menu. 

Manage Researcher Files CEPI use only. Allows a user to send data to stakeholders in a 
secure manner. 

Submit Accountability Issues Submit accountability issues regarding accuracy concerns with 
the School Index Accountability Report for the location(s) to 
which the user has access to view. Accountability issues are 
submitted to the MDE Office of Educational Assessment and 
Accountability for review. 

Train-the-Trainer Access the Train-the-Trainer materials located on the PD Toolkit 
> Train-the-Trainer Network page. 

View Accountability Downloads Access the Accountability Downloads page. This permission 
must be checked for Accountability Downloads to be visible in 
the navigation menu. 

View Accountability Issues Access the Accountability Issues page and view issues for the 
location(s) to which the user has access. This permission must 
be checked for Accountability Issues to be visible in the 
navigation menu. 
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Permission Description 

View Early Childhood with Sensitive Information 

 

*PII includes student name, UIC number and 
performance level ratings on 3rd grade Math 
and ELA assessments. 

View student-level data in the Third Grade Outcomes for Early 
Childhood Participants Assessment Performance and 
Assessment Comparisons reports. This permission must be 
checked for the reports to be visible in the navigation menu. 

View Preview Data Preview data before it is made publicly available. The user must 
be securely logged in to view preview data. 

View Student Performance Data 

 

*PII includes student name, UIC number, 
performance level ratings in Reading, Writing, 
Listening and Research, subgroup 
identifications, and high school graduation 

status. 

View unsuppressed data for the location(s) to which the user 
has access. It also allows them to view student-level, student 
breakdown, subscores and target data in the Grades 3-8 State 
Testing, High School State Testing and Grad/Dropout Rate 
reports. The user must be securely logged in to view these data 
in each report. 

 

Section 4: User Roles and Associated Permissions 

State of Michigan 

Permissions Super User 

Statewide 
Inquiry 

User 

SOM Site 
Administrator 

SOM User 
Administrator 

SOM User 

SOM 
Accountability 

Administrator 

Administer Users Yes No Yes Yes No Yes 

Create Accountability 
Issues Yes No No No No Configurable 

Create District 
Accountability User Yes No No No No No 
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Permissions Super User 

Statewide 
Inquiry 

User 

SOM Site 
Administrator 

SOM User 
Administrator 

SOM User 

SOM 
Accountability 
Administrator 

Create ISD 
Accountability 
Administrator Yes No No No No Yes 

Create ISD 
Accountability User Yes No No No No No 

Create School 
Accountability User Yes No No No No No 

Download 
Accountability Student 

Data Reports Yes No No No No Yes 

Edit District 
Accountability User Yes No No No No No 

Edit ISD 
Accountability 
Administrator Yes No No No No Yes 

Edit ISD 
Accountability User Yes No No No No No 

Edit School 
Accountability User Yes No No No No No 

Include Student 
Pathways with 
Sensitive Information Yes Configurable Configurable Configurable Configurable Configurable 

Manage Researcher 
Files Yes Configurable Configurable Configurable Configurable Configurable 

Submit Accountability 
Issues Yes No No No No Configurable 

Train-the-Trainer Configurable No Configurable Configurable Configurable Configurable 
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Permissions Super User 

Statewide 
Inquiry 

User 

SOM Site 
Administrator 

SOM User 
Administrator 

SOM User 

SOM 
Accountability 
Administrator 

View Accountability 
Downloads Yes No No No No Yes 

View Accountability 
Issues Yes No No No No Yes 

View Early Childhood 
with Sensitive 
Information Configurable Configurable Configurable Configurable Configurable Configurable 

View Preview Data Configurable No Yes No Configurable Configurable 

View Student 
Performance 
Information Configurable No Yes No Configurable Configurable 

 

Additional State of Michigan 

Permissions 
Regional 

Administrator 
Regional 

User 
Data Wall 

Administrator 

Administer Users Yes No Yes 

Create Accountability Issues No No No 

Create District Accountability User No No No 

Create ISD Accountability Administrator No No No 

Create ISD Accountability User No No No 

Create School Accountability User No No No 

Download Accountability Student Data 
Reports No No No 

Edit District Accountability User No No No 
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Permissions 
Regional 

Administrator 
Regional 

User 
Data Wall 

Administrator 

Edit ISD Accountability Administrator No No No 

Edit ISD Accountability User No No No 

Edit School Accountability User No No No 

Include Student Pathways with Sensitive 
Information Configurable Configurable Configurable 

Manage Researcher Files No   No 

Submit Accountability Issues No No No 

Train-the-Trainer No No No 

View Accountability Downloads No No No 

View Accountability Issues No No No 

View Early Childhood with Sensitive 
Information Configurable Configurable Configurable 

View Preview Data No Configurable Yes 

View Student Performance Information No Configurable Yes 

 

ISD User 

Permissions 
ISD 

Superintendent 

ISD System 

Administrator 
ISD User 

ISD Inquiry 

User 

ISD 

Accountability 
Administrator 

ISD 

Accountability 
User 

Administer Users Yes Yes No No Yes No 

Create 
Accountability 
Issues No No No No Configurable Configurable 

Create District 
Accountability 
User No No No No Yes No 
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Permissions 
ISD 

Superintendent 

ISD System 

Administrator 
ISD User 

ISD Inquiry 

User 

ISD 
Accountability 

Administrator 

ISD 
Accountability 

User 

Create ISD 
Accountability 

Administrator No No No No No No 

Create ISD 
Accountability 

User No No No No Yes No 

Create School 

Accountability 
User No No No No Yes No 

Download 

Accountability 
Student Data 
Reports No No No No Yes No 

Edit District 
Accountability 
User No No No No Yes No 

Edit ISD 
Accountability 
Administrator No No No No No No 

Edit ISD 
Accountability 
User No No No No Yes No 

Edit School 
Accountability 
User No No No No Yes No 

Include Student 
Pathways with 
Sensitive 

Information Configurable Configurable Configurable Configurable Configurable Configurable 

Manage 
Researcher Files No No No No No No 
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Permissions 
ISD 

Superintendent 

ISD System 

Administrator 
ISD User 

ISD Inquiry 

User 

ISD 
Accountability 

Administrator 

ISD 
Accountability 

User 

Submit 
Accountability 

Issues No No No No Configurable Configurable 

Train-the-Trainer Configurable Configurable Configurable Configurable Configurable Configurable 

View 
Accountability 
Downloads No No No No Yes Yes 

View 
Accountability 
Issues No No No No Yes Yes 

View Early 
Childhood with 
Sensitive 

Information Configurable Configurable Configurable Configurable Configurable Configurable 

View Preview 

Data Configurable No Configurable Configurable Configurable Configurable 

View Student 
Performance 
Information Configurable No Configurable Configurable Configurable Configurable 

 

District User 

Permissions 
District 

Superintendent 

District System 

Administrator 

District 

User 

District 

Inquiry User 

District 
Accountability 

User 

Administer Users Yes Yes No No Configurable 

Create Accountability Issues No No No No Configurable 

Create District Accountability 
User No No No No No 
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Permissions 
District 

Superintendent 

District System 

Administrator 

District 

User 

District 

Inquiry User 

District 
Accountability 

User 

Create ISD Accountability 
Administrator No No No No No 

Create ISD Accountability User No No No No No 

Create School Accountability 

User No No No No No 

Download Accountability 

Student Data Reports No No No No Yes 

Edit District Accountability User No No No No No 

Edit ISD Accountability 
Administrator No No No No No 

Edit ISD Accountability User No No No No No 

Edit School Accountability User No No No No No 

Include Student Pathways with 

Sensitive Information Configurable Configurable Configurable Configurable Configurable 

Manage Researcher Files No No No No No 

Submit Accountability Issues No No No No Configurable 

Train-the-Trainer Configurable Configurable Configurable Configurable Configurable 

View Accountability Downloads No No No No Yes 

View Accountability Issues No No No No Yes 

View Early Childhood with 
Sensitive Information Configurable Configurable Configurable Configurable Configurable 

View Preview Data Configurable No Configurable No Configurable 

View Student Performance 
Information Configurable No Configurable No Configurable 
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School User 

Permissions 
School 

Principal 

School System 

Administrator 

School 

User 

School 

Inquiry User 

School 

Accountability User 

Administer Users Yes Yes No No No 

Create Accountability Issues No No No No Configurable 

Create District Accountability 

User No No No No No 

Create ISD Accountability 
Administrator No No No No No 

Create ISD Accountability User No No No No No 

Create School Accountability 

User No No No No No 

Download Accountability 
Student Data Reports No No No No Yes 

Edit District Accountability User No No No No No 

Edit ISD Accountability 

Administrator No No No No No 

Edit ISD Accountability User No No No No No 

Edit School Accountability User No No No No No 

Include Student Pathways with 
Sensitive Information Configurable Configurable Configurable Configurable Configurable 

Manage Researcher Files No No No No No 

Submit Accountability Issues No No No No Configurable 

Train-the-Trainer Configurable Configurable Configurable Configurable Configurable 

View Accountability Downloads No No No No Yes 

View Accountability Issues No No No No Yes 

View Early Childhood with 

Sensitive Information Configurable Configurable Configurable Configurable Configurable 

View Preview Data Configurable No Configurable No Configurable 
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Permissions 
School 

Principal 

School System 

Administrator 

School 

User 

School 

Inquiry User 

School 

Accountability User 

View Student Performance 

Information Configurable No Configurable No Configurable 

 

ONSR User 

Permissions ONSR User 

Administer Users No 

Create Accountability Issues No 

Create District Accountability User No 

Create ISD Accountability Administrator No 

Create ISD Accountability User No 

Create School Accountability User No 

Download Accountability Student Data Reports No 

Edit District Accountability User No 

Edit ISD Accountability Administrator No 

Edit ISD Accountability User No 

Edit School Accountability User No 

Include Student Pathways with Sensitive Information No 

Manage Researcher Files No 

Submit Accountability Issues No 

Train-the-Trainer No 

View Accountability Downloads No 

View Accountability Issues No 

View Early Childhood with Sensitive Information Configurable 

View Preview Data No 
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Permissions ONSR User 

View Student Performance Information No 

 

IHE User 

Permissions IHE Leader IHE Administrator IHE User 

Administer Users Yes Yes No 

Create Accountability Issues No No No 

Create District Accountability User No No No 

Create ISD Accountability Administrator No No No 

Create ISD Accountability User No No No 

Create School Accountability User No No No 

Download Accountability Student Data Reports No No No 

Edit District Accountability User No No No 

Edit ISD Accountability Administrator No No No 

Edit ISD Accountability User No No No 

Edit School Accountability User No No No 

Include Student Pathways with Sensitive 
Information No No No 

Manage Researcher Files No No No 

Submit Accountability Issues No No No 

Train-the-Trainer No No No 

View Accountability Downloads No No No 

View Accountability Issues No No No 

View Early Childhood with Sensitive Information No No No 

View Preview Data Configurable No Configurable 
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Permissions IHE Leader IHE Administrator IHE User 

View Student Performance Information Configurable No Configurable 

 

Section 5: Commonly Requested User Roles and Associated Permissions 
As an ISD Technical Contact, there are several roles that commonly request activation and updated permissions. 

These additional permissions require district documentation and signatures. Here are some examples: 

Roles Permissions Associated 
with Role 

Additional (permissions that can be 
requested and enabled) 

ISD Superintendent By choosing this role, the 
following permissions are 
assigned to the ISD 
Superintendent: 

• Administer Users 

Superintendents can also obtain these 
permissions: 

• Include Student Pathways with Sensitive 

Information 
• View Early Childhood and Sensitive 

Information 
• View Preview Data 
• View Student Performance Data 

Please ensure that you have the appropriate data 
releases from any district providing access to 
information. 

ISD School 
Improvement or 
Content Area 
Consultant: 

By choosing this role, the ISD 
User can view unsuppressed 
data for the location(s) to 
which they have access to 
view. 

Depending on the extent the Consultant is working 
with Districts, additional permissions can be turned 
on for an ISD Consultant: 

• Include Student Pathways with Sensitive 
Information 

• View Early Childhood and Sensitive 

Information 
• View Preview Data 
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Roles Permissions Associated 
with Role 

Additional (permissions that can be 
requested and enabled) 

• View Student Performance Data 

Please ensure that you have the appropriate data 
releases from any district providing access to 
information. 

ISD School 
Improvement or 
Data/Assessment 
Consultant with 
Accountability User 

By choosing this role, the 
following permissions are 
assigned to the ISD 
Accountability User: 

• View Accountability 

Downloads 
• View Accountability 

Issues 

An Accountability role 
supersedes all others.  

An individual assigned the 
ISD Accountability User role 
usually has the following 
responsibilities: 

1. Review Accountability 
Issues. 

2. Work with local schools 
and districts on 
Accountability Issues. 

In some instances, the ISD Consultant is charged 
with assisting districts with Accountability. Please 
choose carefully - these permissions are 
highly sensitive: 

• Create Accountability Issues 

• Edit Accountability Issues 
• Include Student Pathways and Sensitive 

Information 
• Submit Accountability Issues 
• Train-the-Trainer 
• View Early Childhood with Sensitive 

Information 
• View Preview Data 

• View Student Performance Data 

District Assistant 
Superintendent or 

By choosing this role, the 
following permissions are 

The District person charged with assisting the local 
buildings with Accountability may have additional 
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Roles Permissions Associated 
with Role 

Additional (permissions that can be 
requested and enabled) 

Curriculum Director 
WITH Accountability 

 

assigned to the District 
Accountability User:  

• Download Accountability 
Student Data reports 

• View Accountability 
Downloads 

• View Accountability 
Issues 

• View Student 
Performance Data (can 
be unchecked) 

An Accountability role 
supersedes all others.  

An individual assigned the 
District Accountability User 
role usually has the following 
responsibilities:  

1. Downloading the file,  
2. Sharing the file, and, 
3. Leading the appeal on 

behalf of the DISTRICT. 

Depending on the district 
infrastructure, usually a single 
person from the district in a 
Central Office position is 
assigned this role. 

permissions. Please choose carefully - these 
permissions are highly sensitive: 

• Administer Users 
• Create Accountability Issues 
• Edit Accountability Issues 
• Include Student Pathways and Sensitive 

Information 
• Submit Accountability Issues 

• Train-the-Trainer 
• View Early Childhood with Sensitive 

Information 
• View Preview Data 
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Roles Permissions Associated 
with Role 

Additional (permissions that can be 
requested and enabled) 

School Principal By choosing this role, the 
following permissions are 
assigned to the School 
Principal: 

• Administer Users 

Depending on the District, additional permissions 
can be turned on for a School Principal: 

• Include Student Pathways with Sensitive 
Information 

• View Preview Data 
• View Student Performance Data 

Lower elementary or primary level principals may 
also request: 

• View Early Childhood and Sensitive 
Information  

Please ensure that you have the appropriate data 

releases from any district providing access to 
information. 

School Principal with 
Accountability 

By choosing this role, the 
following permissions are 

assigned to the School 
Accountability User: 

• Download Accountability 
Student Data reports 

• View Student 

Performance Data (can 
be unchecked) 

An individual assigned the 
School Accountability User 

Depending on the District, the building principal 
may be charged with Accountability. Please 

choose carefully - these permissions are 
highly sensitive. 

• Create Accountability Issues 
• Edit Accountability Issues 
• Include Student Pathways and Sensitive 

Information 
• Submit Accountability Issues 
• Train-the-Trainer 
• View Early Childhood with Sensitive 

Information 
• View Preview Data 
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Roles Permissions Associated 
with Role 

Additional (permissions that can be 
requested and enabled) 

role usually has the following 
responsibilities: 

1. Reviewing file(s), and, 
2. Informs the District 

Accountability User that 
an APPEAL is necessary. 

Depending on the district 
infrastructure, usually each 
building administrator is 
assigned this role. 

Please be sure to only assign accountability to the 
appropriate buildings.  

Teacher on School 
Improvement Team 

By choosing this role, the 
School User can view 
unsuppressed data for the 
location(s) to which they have 
access to view.  

Depending on the District, additional permissions 
can be turned on for a teacher who serves as a 
school improvement team member:  

• Include Student Pathways with Sensitive 

Information 
• View Preview Data 
• View Student Performance Data 

PK-3/Lower elementary or primary level principals 
may also request: 

• View Early Childhood and Sensitive 
Information  
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Section 6: Completing Setup of New User Accounts 
Beginning in October 2020, MI School Data administrators are no longer able to create secure user accounts. 
Secure users can access MI School Data using their MILogin for Third Party account. If a user does not have a 

MILogin for Third Party account, they will need to create an account, subscribe to MI School Data, and complete and 
submit a signed security agreement form to their ISD technical contact person or IHE keyholder before access can 
be granted. Please see the MILogin User Guide for MI School Data Users for detailed instructions. MI School Data 
administrators are responsible for completing the setup of new user accounts. Please be sure to only grant account 
access to authorized individuals. 

Please refer to the MI School Data Account Creation – New Users document in Appendix A and the MI School Data 
User Request – Accountability Permissions document in Appendix B to request or update roles and permissions with 
your ISD Technical Contact. 

Step 1: Login to MI School Data and click on the “Administration > Manage Users” link located on the home page 

top navigation selection menu under “Admin.” 

 

https://www.michigan.gov/documents/cepi/MI_School_Data_Secure_User_FAQs_701214_7.pdf


MI School Data User Account Maintenance Guide 

Page 24 

Step 2: The Manage Users table will appear. The table contains a list of all MI School data secure users and 
includes their user name, first name, last name, email address, user role, location, their last login, whether the 
account is active, and a link to activate/deactivate their account. User names can be obtained from the security 
form sent in by the requester. To complete setup for a new user account, locate the user in the Manage Users table.  

There are two ways to locate a user in the Manage Users table. 

1. Search bar – Enter a user name, first name, last name, email, role or location in the Search box and hit 
Enter. Results from your search criteria will appear in the table. 

2. Page Buttons – Click a page button located below the table to advance through the various pages of the 
Manage Users table. 
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Step 3: Click the User Name link of the account you wish to complete. The “Edit User” page will appear, and you 
will see the user’s profile information. This information is read only and cannot be edited. Scroll to the bottom of the 
page and click the “+Add a Role” link.  

Note: Users can update the name, phone number and email address associated with their MI School Data access 
within MILogin for Third Party. Once logged into MILogin, click the “Update Profile” tab. Make the necessary changes 
and click “Submit.” The changes will appear the next time they log in. 
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Step 4: Add a location to the user’s account by clicking the “Select a Location” arrow from the “Location*” drop 
down box.  

• All Locations – select this option for all SOM roles, including Super User. 
• IHE User – select this location to assign roles for colleges and universities. 
• ONSR User – select this location to assign roles for ONSR locations. 
• ISDs – select an individual ISD, which will then allow you to select Districts and Schools within the ISD. 

 

The location menu will open. In the following example a district superintendent user account is being completed. An 
ISD and district must be specified for the user. Select the ISD from the “Location*” drop down box and a district 
from the “District*” drop down box. Leave the “School*” drop down set to “All Schools in District.” If you are 
completing a school-level account, select the school from the “School*” drop down box. 

Note: A user with the ability to complete and maintain user accounts at an ISD level may only complete and 
maintain accounts for the ISD to which their user name is connected. For instance, if a user has ISD Superintendent 
level access to Barry ISD then that individual may only complete and maintain accounts for ISD or lower-level user 
accounts for Barry ISD. If a district account role was selected, the dropdown box will only display the available 
districts within that ISD. If a school level account was selected, the school selection drop down box will only display 

the names of available schools within that ISD/district. 
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Step 5: Add a role to the user’s account by clicking the “Select a Role” arrow from the “Role*” drop down box. 
Highlight the role you wish to add.  
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Note: You may only complete and maintain user accounts for user roles beneath your own in the user role 
hierarchy. For example, an ISD Superintendent may only complete and maintain accounts with a security level of 
ISD System Administrator or lower. You will not have the ability to complete and maintain accounts at a higher 
security level than your own. Please refer to the User Roles and Associated Permissions table located in Section 4 if 

you are unsure of which role to select. 

Step 6: After you have added the location and selected a role for the user account, a list of user permissions for the 
role you selected will appear on the right side of the screen. This is where you will select the permissions you want 
to assign to a user’s role. Depending on the type of access a user needs, you will be able to grant or revoke access 
to several different permissions by checking or unchecking the permission boxes.  

• Permissions that are default to the role will be automatically checked and grayed out. 
• Permissions that are not available for the role are grayed out and will not have a check mark visible in the 

box. 
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• Permissions that are configurable to the role will be editable and allow you to check and uncheck the box as 
needed based on the level of access a user requires. 
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Note: Please refer to the Permissions List and Descriptions table located in Section 3 if you are unsure of which 
permission(s) to select. 

Step 7: After you have selected the permissions for a user’s account, click the “Save” button located in the lower 
left portion of the Edit User page. You will see a “User was saved!” message in a green banner at the bottom of the 
screen if the information you entered was successfully saved. 

 

A user’s account has been successfully completed when you see the role and location combination in the “Saved 
Roles and Locations” box, along with its associated permissions in the role permissions list.  

 

If you need to complete account setup for additional users, click the “< Back to Manage Users” link in the upper 
right corner of the Edit Users page to return to the Manage Users table. 
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Section 7: Editing a User’s Account 
If you can complete and maintain user accounts, you can see all accounts for the location(s) to which you have 
access to view. Follow these steps to view and edit user accounts. 

Step 1: Log in to MI School Data and click on the “Administration > Manage Users” link located on the home page 
top navigation selection menu under “Admin.” 

 

Step 2: Locate the user’s account in the Manage User table. There are two ways to locate a user in the Manage 
Users table. 

1. Search bar – Enter a user name, first name, last name, email, role, or location in the Search box and hit 

Enter. Results from your search criteria will appear in the table. 
2. Page Buttons – Click a page button located below the table to advance through the various pages of the 

Manage Users table. 
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Step 3: Click the User Name link of the account you wish to edit. The “Edit User” page will appear, and you will see 
the user’s profile information. This information is “read only” and cannot be edited. 

The “Edit User” page is where you will have the option to add another role to a user’s account, modify permissions 
for a user’s account, or remove a role from a user’s account. Please refer to the User Roles and Associated 

Permissions table located in Section 4 if you are unsure of which role to select. Please refer to the Permissions List 
and Descriptions table located in Section 3 if you are unsure of which permission(s) to select.   
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Modifying Permissions for a User’s Account 

• On the Edit User page, find the role and location combination visible in the “Saved Roles and Locations” box 
located at the bottom of the page and click the “Permissions” hyperlink for that role. 

 

• Review the list of permissions located on the right side of the page. Check or uncheck permission boxes to 
ensure the user has the correct level of access needed for their user role. 
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• After making modifications to the user’s account, click the “Save” button located in the lower left portion of 
the Edit User page. 
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Adding Another Role to a User’s Account 

• On the Edit User page, click the “+Add a Role” link located at the bottom of the page. 

 

• Add a location by clicking the “Select a Location” arrow from the “Location*” drop down box. Depending on 
the type of role you are adding, you will need to select an ISD, District or School from the applicable location 
drop down boxes. 
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• Add a role by clicking the “Select a Role” arrow from the “Role*” drop down box. Highlight the role you wish 
to add. Please refer to the User Roles and Associated Permissions table located in Section 4 if you are unsure 
of which role to select. 

 

• Review the list of permissions on the right side of the page. Check or uncheck permission boxes to ensure the 
user has the correct level of access needed for their user role. Please refer to the Permissions List and 
Descriptions table located in Section 3 if you are unsure of which permission(s) to select. 
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• After you have made all your selections, click the “Save” button located in the lower left portion of the Edit 
User page. 
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Note: You can assign the same role to multiple locations. However, you are not able to assign multiple roles to the 
same location. User roles have hierarchical permissions so the top role would give permissions to all locations 
below. For example, if a user is assigned an ISD role, they can view data for all districts and schools within the ISD. 

Removing a Role from a User’s Account 

• On the Edit User page, find the role and location combination you wish to remove in the “Saved Roles and 
Locations” box located at the bottom of the page, then click the “remove” hyperlink for that role. 

• If you wish to remove all roles associated with a user’s account, click the “-Remove All Roles” hyperlink 
located directly below the “Saved Roles and Locations” box. 

 

Note: When all roles are removed from a user’s account it is considered an inactive account. To reactivate the 

account, add the appropriate location, role and permissions needed for the user to perform their job responsibilities. 
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Section 8: Reset/Change a User’s Password 

MI School Data administrators are no longer able to reset a user’s password. Users must now reset their own 
passwords by clicking the “Forgot your password?” link on the MILogin for Third Party login page. Please see the 

MILogin User Guide for MI School Data Users for additional information. 

Section 9: Annual Review of User Accounts 

As a MI School Data administrator, it is your responsibility to review your user accounts each year and make the 

appropriate updates to those accounts. Ideally, the review process should be completed at the beginning and end of 
the school year. At minimum, the review process should include the following steps. 

1. Deactivate accounts for users who have left the ISD/District/School. 
2. Activate accounts for new users within the ISD/District/School. 
3. Update roles and permissions as needed for users that have changes jobs within the ISD/District/School. 

Section 10: MI School Data Account Deactivation 

Each year, CEPI analysts review the list of MI School Data user accounts to determine which users have not logged 
into MI School Data during the previous 18 months. Any user that has not logged into their MI School Data account 

during the preview 18 months will have their account automatically deactivated. Individuals with deactivated 
accounts will receive an unsuccessful login message and will be unable to access secure data. If your user account 
has been deactivated, please contact your ISD Technical Contact to have it reactivated. 

Section 11: Frequently Asked Questions 

Q: How do I become an ISD technical contact? 

A: ISD technical contacts assist users with their account access to MI School Data. The technical contacts at 
Macomb ISD can assist you in becoming an ISD technical contact. Please refer to the ISD Technical and Training 
Contacts table to obtain their contact information. 

Q: How do I become an Institution of Higher Education keyholder? 

https://milogintpqa.michigan.gov/eai/tplogin/authenticate?URL=/mga/sps/oauth/oauth20/authorize%3Fresponse_type%3Dcode%26client_id%3DWUrliAJJdGjewQLATiLU%26redirect_uri%3Dhttps%3A//qa.mischooldata.org/account-login
https://www.michigan.gov/documents/cepi/MI_School_Data_Secure_User_FAQs_701214_7.pdf
https://www.mischooldata.org/professional-development-toolkit#contacts
https://www.mischooldata.org/professional-development-toolkit#contacts
https://www.mischooldata.org/professional-development-toolkit#contacts
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A: IHE keyholders assist college and university users with their account access to MI School Data. Send an email to 
CEPI Customer Support for assistance in becoming an IHE keyholder. 

Q: How do I remove access to locations that I am not authorized for? 

A: Contact the applicable ISD Technical Contact for assistance in removing locations you are not authorized for. 

Q: How do I become an ISD Accountability Administrator? 

A: ISD accountability administrators assist users with their account access to accountability roles in MI School Data. 
Send an email to the Michigan Department of Education Accountability Office for assistance in becoming an ISD 
Accountability Administrator. 

Q: When a user has a change in the district they work for, what is the best way to update the user’s 
account? 

A: Search for the user’s account in the Manage Users table and click the user name hyperlink. This will allow you to 
edit the user’s information. Begin by adding the new location and editing their permissions as needed. Be sure to 

save your changes. If you have permission to access and edit the old location, remove the location and its 
associated role. If you do not have permission to access and edit the old location, contact the applicable ISD 
Technical Contact so that they can remove it for you. 

Q: What role should be assigned to an individual who has district responsibilities as a Superintendent 
and an Accountability Administrator? 

A: The permissions for an Accountability Administrator cannot be added to a Superintendent role. However, 
additional permissions can be added to the Accountability Administrator role. As the Accountability Administrator 
role has the highest level of functionality and allows for accountability appeal submission, assign the Accountability 
Administrator role to the individual, and then add the additional permissions needed for the Superintendent 

responsibilities. 

Q: How do I search for users with common names? 

A: The search table allows you to search for a user by user name, first name, last name, email, user role and 

location. For users with common names, the fastest way to search for them is by entering their first name and last 

mailto:cepi@michigan.gov
https://www.mischooldata.org/professional-development-toolkit#contacts
mailto:MDE-Accountability@michigan.gov
https://www.mischooldata.org/professional-development-toolkit#contacts
https://www.mischooldata.org/professional-development-toolkit#contacts
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name in the search box. If their first name is more unique than their last name, search by their first name. When 
not searching by first name and last name, change the number of results returned to 100 records. 

You can also use the filter to choose which data fields to include in your search. When searching for someone with a 
common last name, remove the location from your search. If a location is included in the search for a user with the 
last name of Washington, the results will include all people with the last name of Washington, as well as people who 
work in every school building with Washington in its name. 

Q: When should the Activate/Deactivate hyperlink be used? 

A: The Activate/Deactivate hyperlink does not currently work the same as it did in the legacy site. When a user 
clicks the Activate/Deactivate hyperlink, they are redirected to the Edit User screen. To activate their account, edit 
their record by adding a role, location and permission to their account based on the authorized permission request 
form. If the user has left education employment through retirement or other separation, remove all roles from their 
record to deactivate their account. 

Q: Is there a resource available to learn deeper information about MI School Data? 

A: Yes. The Professional Development Toolkit page provides several resources to better prepare Michigan educators 

in the access, inquiry and dialogue surrounding educational data. Here you will find contacts for training or secure 
account issues, presentations and trainings, continuous improvement resources, and information regarding the 
Train-the-Trainer network.  

https://www.mischooldata.org/professional-development-toolkit
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Appendix A: MI School Data Account Creation Process – New Users 
Steps for New Users:  

1. Create or verify that you have a MILogin for Third Party account at https://milogintp.michigan.gov/. 
a. Sign Up: Be sure that the email address for your MILogin for Third Party account matches the 

email address for your MI School Data account (e.g., school-issued email). 

 

2. Check your email for activation instructions. Activate your account in MILogin for Third Party and “Request 
Access” to the MI School Data application. 

MILogin%20for%20Third%20Party
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3. Contact your ISD Technical Contact - ISD/Agency Technical Contact and complete the FERPA/HIPAA process 
for account ACTIVATION. 

https://www.mischooldata.org/professional-development-toolkit#contacts
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Technical Support Contacts: 

• For questions about your access to MI School Data, contact your school district administrator. 
• If you are a district MI School Data technical administrator and need assistance, contact your ISD/Agency 

Technical Contact or the CEPI Help Desk at cepi@michigan.gov.    
• For technical questions, contact the CEPI Help Desk at cepi@michigan.gov or 517-335-0505. 

• If you need account help with MILogin for Third Party, visit the MILogin Help Page or call 1-877-932-6424. 
• For account activation, contact your ISD/Agency Technical Contact.  

https://www.mischooldata.org/professional-development-toolkit#contacts
https://www.mischooldata.org/professional-development-toolkit#contacts
mailto:cepi@michigan.gov.
mailto:cepi@michigan.gov
https://milogintp.michigan.gov/uisecure/tpselfservice/anonymous/help
https://www.mischooldata.org/professional-development-toolkit#contacts


MI School Data User Account Maintenance Guide 

Page 46 

Appendix B: MI School Data User Request – Accountability Permissions 
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MI School Data Accountability Permissions Form 

https://docs.google.com/document/d/1Mk5vmhqihbh-cZriMe87LtHHYpThuZjQxvN9wDBe2F4/edit?usp=sharing

